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Secondary Use of Data for Research
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Ordinance on Statistical Surveys

• Secondary use allowed for research, planning or statistics.

• Data is anonymized and data subject not identifiable.

The Federal Statistical Office compelled by law to use data only for 
the purpose for which it has been collected.

… except …



Data Confidentiality
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Confidentiality

Keeping data secret.

Security

Preventing 
unauthorized access 

to data.

Disclosure control

Controlling the risk 
that original data is 
disclosed through 

the voluntary 
publication of a data 

product.



Traditional Process: Data delivery

27-11-2025 | Lomas | Swiss Federal Statistical Office / DSCC 4

Federal 
Statistical Office

Research 
Laboratory

Request data

Get data

Data Analysis

Answer to research question
Legal 

Contract
Data 

Preparation



Limits of Traditional Process
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• Costly (legal and technical 
staff). 

• Cannot scale to increasing 
demand.

• Data protection relies on
• responsibility transfer,
• pseudonymization.

• Reputational risk.

Federal Statistical Office

• Slow process.

• Scope of data delivered is 
limited.

Research Laboratories



Remote Access
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Advantages of Remote Access
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• Data remains within the Federal 
Network.

• Data protected against security 
breach on the university side.

• BUT
• Administrative burden for 

FSO remains unchanged 
(scalability).

• Data extraction risk 
impossible to suppress.

Federal Statistical Office

• Limited risk exposure.

Research Laboratories



Database

New Process: «Eyes-off» Data 
Science
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Advantages of «Eyes-off» Data 
Science
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• Minimal human intervention. 

• Can scale with infrastructure.

• Reputational risk is limited as 
no direct access to data.

BUT

• Necessitate to quantify and 
track disclosure risk of results.

Federal Statistical Office

• Faster process (starting to 
prototype is a matter of days).

• Wider access to data.

• Offers a standard environment 
for replicability and (statistical) 
reproducibility.

Research Laboratories



Lomas

Database

New Process: «Eyes-off» Data 
Science
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Differential Privacy: Principle
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Sex Region … HIV?

M 1005 Positive

F 2012 Negative

F 8038 Negative

M 1503 Negative

F 1220 Positive

M 3807 Positive
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Differential Privacy Mechanism

Query q

DP Mechanism Q

Q(𝐷𝐻𝐼𝑉+) = q 𝐷𝐻𝐼𝑉+ + Noise(ε)

q: «How many individuals are HIV 
positive in Bern?»

Database 𝑫𝑯𝑰𝑽+



Differential Privacy: Composition
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𝑄1(𝐷)

𝜀1

𝜀1 ≤ 𝜀

Total privacy budget



Differential Privacy: Composition
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𝑄1(𝐷) 𝑄2(𝐷)

𝜀1 𝜀2

𝜀1 ≤ 𝜀 𝜀1 + 𝜀2 ≤ 𝜀

Total privacy budget



Differential Privacy: Composition
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𝑄1(𝐷) 𝑄2(𝐷) 𝑄𝑚(𝐷)

𝜀1 𝜀2 𝜀𝑚
…

𝜀1 ≤ 𝜀 𝜀1 + 𝜀2 ≤ 𝜀 ෍

𝑖=1

𝑚

𝜀𝑖 ≤ 𝜀…

Total privacy budget



Differential Privacy: Composition
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𝑄1(𝐷) 𝑄2(𝐷) 𝑄𝑚(𝐷)

𝜀1 𝜀2 𝜀𝑚

…

…

𝜀1 ≤ 𝜀 𝜀1 + 𝜀2 ≤ 𝜀 ෍

𝑖=1

𝑚

𝜀𝑖 ≤ 𝜀…

Total privacy budget

𝑄𝑚+1(𝐷)

𝜀𝑚+1

෍
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𝜀𝑖 > 𝜀



Differential Privacy: Composition
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𝑄1(𝐷) 𝑄2(𝐷) 𝑄𝑚(𝐷)

𝜀1 𝜀2 𝜀𝑚

…

…

𝜀1 ≤ 𝜀 𝜀1 + 𝜀2 ≤ 𝜀 ෍

𝑖=1

𝑚

𝜀𝑖 ≤ 𝜀…

Total privacy budget

Overall privacy loss budget needs to be tracked!  

𝑄𝑚+1(𝐷)

𝜀𝑚+1

෍

𝑖=1

𝑚+1

𝜀𝑖 > 𝜀



Statistical Reproducibility
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Does noise addition prevent reproducibility?

• Noise addition can be taken 
into account in the design of 
experiment (hypothesis test 
power analysis).

• Numbers are not reproducible 
but conclusion of the 
experiment is.

Statistician’s Answer

• Conclusion could verified on 
data without noise.

• Only noisy results are 
published.

• Offer possibility to reviewers to 
reproduce experiment 
(conclusions) without noise.

Pragmatic Answer



Lomas: The platform for 
confidential data analysis
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Enabling data (secondary) use (for research) without data sharing 
and while automatically controlling disclosure risk.

Aim

• Remote access
• “Eyes-off” Date Science

Principles

The Lomas platform offers a standard service for (secondary) use of 
data preserving confidentiality with limited human intervention.

• Automatic Output checking
• Standard, modular and 

portable



Lomas is a public good, meant to be shared and reused!
• Open source
• Based on standard tools and libraries

Lomas Features
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Multiple libraries for DP-Pipelines:
• SQL queries with SmartNoise SQL
• Summary statistics with OpenDP
• ML algorithms with Diffprivlib

Synthetic data generation with SmartNoise Synth



Lomas for secondary use of data
2024

Aim

Develop MVP to show technical feasibility.
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• Proof of concept realized in 2024.

• Lomas deployed on SSPCloud
(https://datalab.sspcloud.fr/) and can be tested on public 
datasets.

https://datalab.sspcloud.fr/


Lomas for secondary use of data
2025

Aim
Demonstrate the FSO's ability to create and operate a 
platform for the secondary use of data in the health sector.
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Pilot project on real health data (hospitalization):

• Partnership with 3 Swiss universities.

• Research questions using FSO’s «MS data» answered 
with Lomas.

• Secure deployment on federal infrastructure.



Research Project 1: Unisanté
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The project aims to analyze the evolution of cesarean section (CS) practices 
based on various  demographic, socioeconomic, and temporal factors. In 

particular, we aim to determine whether these practices vary on weekends and 
public holidays, which could be linked to fluctuations in hospital resource 

availability in Switzerland.

Childbirth practices in Switzerland

• Is there a pattern of reduced births on weekends and public holidays, 
and to what extent is this influenced by CS scheduling practices or 
individual characteristics?

• How do CS delivery patterns respond to school admission thresholds, 
and are these patterns influenced by individual characteristics?

https://www.unisante.ch/fr


Research Project 2: UZH
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Multiple Sclerosis

• What is the number of MS diagnosis per year? 
• What is the mean number of hospitalization per year before and after 

diagnosis?
• What are the comorbidities 5 years before versus after a diagnostic of 

MS?

The project aims to understand how the frequency, nature, and reasons for 
hospitalizations change in the years before and after a Multiple Sclerosis (MS) 

diagnosis.

https://www.uzh.ch/en.html


Research Project 3: ZHAW
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Prostate Cancer and Radical Prostatectomy (RP)

• What is the evolution of the inpatient treated prostate cancer 
prevalence? 

• What is the evolution of prostate cancer treated with RP in Switzerland?
• What is the mean/median survival after RP?
• What are the subsequent outpatient treatments after RP?

The project aims to understand the evolution of the practice of radical 
prostatectomy as treatment for prostate cancer and its impact on survival and 

subsequent treatments.

https://www.zhaw.ch/en/university


Resources

Lomas documentation provides extensive explanations for 
researchers, with detailed tutorials and explanation for all 
the supported DP libraries and queries.
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All the code and other resources are available on GitHub. 

https://dscc-admin-ch.github.io/lomas-docs/index.html
https://github.com/dscc-admin-ch/lomas/tree/master


Questions?

https://www.bfs.admin.ch/bfs/de/home.html
https://www.bfs.admin.ch/bfs/fr/home.html
https://www.bfs.admin.ch/bfs/it/home.html
https://www.bfs.admin.ch/bfs/en/home.html
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiKyYvfxIeFAxWF9wIHHZDZB6QQFnoECBYQAQ&url=https%3A%2F%2Ftwitter.com%2FStatSchweiz&usg=AOvVaw1PX5DbdzHF87QaejWZSuus&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjjsd3NxYeFAxUI6wIHHXZYCOsQFnoECA4QAQ&url=https%3A%2F%2Ftwitter.com%2Fstatsvizzera&usg=AOvVaw0ipCwF2l6Lpxgqea3zyBff&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiB_7bjxYeFAxW99AIHHc0MAtQQ6F56BAgUEAE&url=https%3A%2F%2Ftwitter.com%2Fstatsuisse%3Fref_src%3Dtwsrc%255Egoogle%257Ctwcamp%255Eserp%257Ctwgr%255Eauthor&usg=AOvVaw2aU2mOxcMYZvJtBXZSmkfD&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj87-bvxYeFAxVC1wIHHTevA4wQFnoECBAQAQ&url=https%3A%2F%2Ftwitter.com%2Fswissstatistics%3Flang%3Dfr&usg=AOvVaw0N3-woKTe6DpUtw5zIRKLV&opi=89978449
https://www.facebook.com/SwissStatistics/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwixi_6jxoeFAxU29gIHHSzvCKUQFnoECBoQAQ&url=https%3A%2F%2Fwww.youtube.com%2FSwissStats&usg=AOvVaw0o8-9oOPUA2nYwxvgHfV45&opi=89978449
https://fr.linkedin.com/company/bfs-ofs
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